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Abstract

Open real-time systems provide for co-hosting hard-,
soft- and non-real-time applications. Microkernel-based
designs in addition allow for these applications to be mu-
tually protected. Thus, trusted servers can coexist next to
untrusted applications. These systems place a heavy burden
on the performance of the message-passing mechanism, es-
pecially when based on microkernel-like inter-process com-
munication.

In this paper we introduce capacity-reserve donation
(in short Credo), a mechanism for the fast interaction of
interdependent components, which is applicable to com-
mon real-time resource-access models. We implemented
Credo by extending L4’s message-passing mechanism to
provide proper resource accounting and time-donation con-
trol, thereby preserving desired real-time properties.

We were able to achieve priority inheritance and stack-
based priority-ceiling resource sharing with virtually no
overhead added to L4’s message-passing implementation.
By providing a mechanism that does not impose perfor-
mance penalties, while still guaranteeing correct real-time
behaviour, Credo allows for the usage of microkernels in
general-purpose but also in specialized systems.

1. Introduction

In the last years a significant amount of work has been
put into the integration of requirements for different com-
puting domains into real-time environments. The resulting
systems are called open systems because they are no longer
restricted to hard real-time applications. Examples for such
open systems are “open secure systems” which integrate
trusted subsystems and untrusted legacy components into
one system, and open real-time systems [4] which co-host
hard-, soft- and non-real-time-systems, for example a GSM
stack, a banking application and games running in parallel
on a cell phone.
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All these applications place various constraints on the
underlying system. To be able to run these applications on
one platform the following mechanisms for separation are
required:

e Temporal separation to provide real-time capabilities

e Spatial separation to ensure protection and fault con-
tainment

e Communication control to prevent “security leaks”

Microkernels provide an ideal platform to host open sys-
tems. They provide address spaces for spatial protection
and thereby isolate faults and protect trusted components
from attacks and faults in untrusted components. Informa-
tion flow can be controlled by restricting inter-process com-
munication (IPC) [10], the only means of communication
available in microkernel-based systems. Because all com-
ponents heavily rely on IPC, it has to be fast. Current sys-
tems are mostly based on synchronous IPC, which achieves
a high performance due to its short code path and low pres-
sure on hardware resources like cache and TLB.

Synchronous IPC implementations differ in how they re-
duce IPC overhead. They either migrate threads from one
component to another like in Pebble [6] or they block the
sender and directly switch to the receiver like in L4 [12].
Because in the latter approach the sender blocks until the re-
ceiver sends a reply, IPC creates a dependency between two
schedulable entities, which can lead to scheduling anoma-
lies.

Most real-time kernels that focus on minimality use a
simple fixed-priority scheduling algorithm, which on one
hand does not provide temporal isolation and on the other
hand is prone to priority-inversion problems when compo-
nent interaction creates a dependency between two schedu-
lable entities. In this paper we introduce a reservation-based
approach to provide temporal isolation. We discuss the
problems related to component interaction, such as prior-
ity inversion and correct accounting of consumed time, and
demonstrate how our mechanism can be used to implement
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priority inheritance and stack-based priority ceiling. Finally
we discuss performance issues and show that the described
mechanism does not degrade IPC performance much while
providing a predictable behaviour for component interac-
tion.

1.1. Related Work

Various approaches have been proposed to temporally
isolate applications in an open system thereby protecting
them against the misbehaviour of other applications. Hier-
archical approaches [4, 11, 21] isolate the different appli-
cation classes in a high-level scheduler that in turn hands
down CPU guarantees that can be used by the lower-level
schedulers to execute their application class. Especially
cross-class communication requires a decision of all sched-
ulers involved during the communication. While this over-
head can possibly be neglected for monolithic systems, the
typically one to two orders of magnitude faster inter-process
communication in microkernel-based systems cannot toler-
ate the performance penalty.

The Resource-Reservation framework [17, 20], which is
based on Bandwidth Isolation [1, 7], successfully isolates
applications by reserving hardware resources and guaran-
teeing each application a time C in every period T for
which the application can use the resource. Resource-
reservation techniques have also been applied to dynamic-
priority schemes [1] and ported to Linux [19]. Constant-
Bandwidth Servers [1] use deadline postponing to pro-
vide bandwidth isolation. Extensions for resource reclaim-
ing [15, 3] have been proposed for and added to CBS. How-
ever, these approaches only support independent tasks.

Resource Containers [2] provide a flexible mechanism
for servers to execute using the resources of their clients.
Niz et al. [18] apply resource-container techniques for re-
source sharing in reservation-based systems. Server pro-
cesses switch reservations depending on which client’s re-
quest they process. However, the overhead for changing the
resource container to be used and for delegating a container
between processes is unduly large to be performed on every
interaction.

[7] showed theoretically that donation-based systems are
viable. Early work in L4 [12] implemented a version of do-
nation that, while being fast, lacked generality due to unpre-
dictability. The opposite path with a predictable and general
model as proposed by [5] came with a prohibitive cost for
microkernel systems. Credo in turn is both predictable and
efficient because it extensively removes scheduling from
the critical communication path, making capacity-reserve
donation applicable for high-performance inter-component
communication schemes as they are provided by the L4 mi-
crokernel [13].
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The remainder of this paper is structured as follows:
Section 2 discusses how message passing and capacity-
reserve donation can be combined to provide predictable
real-time interaction between interdependent components
and describes our solution to priority-inversion and ac-
counting problems. In Section 3 we show how common
resource-access protocols, such as priority inheritance and
stack-based priority ceiling, can be built on top of our mech-
anism. We evaluate our approach in Section 4 and conclude
the paper in Section 5.

2. Fast Component Interaction
2.1. Message Passing in Microkernel-Based Systems

To interact with each other, components must commu-
nicate. In this section we examine the problems that arise
when message passing is applied to real-time systems with
interacting components and illustrate how our approach
overcomes these problems.

rendezvous

send request | recv request
C | : [S
recv reply send reply

Figure 1. Message passing between a client
and a server

Figure 1 shows a typical component interaction between
a client and a server thread in a system with synchronous
message-passing, such as in L4. A successful message
transfer requires a rendezvous between a sender and a re-
ceiver thread. Initially the client acts as sender and sends a
request to the server. The server acts as receiver and must
agree to receive the message from the client — by waiting for
a message from a particular client or from any client. Once
the server has received the request, it works on behalf of the
client to handle the request and computes a reply. During
the message transfer from the server back to the client the
server acts as sender and the client is the receiver. The client
blocks after sending the request until the server replies or a
specified timeout triggers. The server unblocks from its re-
ceive operation at the moment it receives the request and
blocks again in another receive operation after sending the
reply back to the client. L4 achieves its efficient message-
passing performance by completely eliminating scheduling
from the critical path by directly switching from the sender
to the receiver of a message so as to avoid scheduling de-
cisions and by lazily updating the ready queue. Applying
the invariant that all ready threads except the currently ex-
ecuting thread must be in the ready queue and that blocked
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